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The first thing to do if you worry about email hacking is to change your email account 

password to something more complex than 123456. For best security, use a password such as Q*93im#&qrR-57$. You’ll never remember it and won’t have any more email problems [insert snicker].

My Hotmail account was hacked a while ago. A human hacker or automated bot was indeed sending spam from my account on Hotmail. My local computer wasn’t involved. Everything was happening on the Hotmail computers.

Spammers like to use other people’s email accounts to send spam because it’s free and makes the spam harder to block. After I changed my weak Hotmail password to a stronger one, the spammer/bot couldn’t access my account; and the problem ended.

Alternatively, a spammer may be simply spoofing the return address of the spam using your email address to make the message less likely to be blocked. There’s nothing that you can do to stop that. You could stop using that email address, but the spammer can keep using it as the return address anyway. 

Fortunately, spam with your spoofed return address usually stops in a few days or weeks at the most. The spammer probably found your address without hacking your account, for example, from the address book of a friend, an intercepted email, etc. Nonetheless, changing your email password is still a good idea. 
If your email is a POP account, as opposed to a web mail account such as Hotmail or Gmail, the odds are higher that your computer has been hacked, which is a much larger problem. The best solution is to restore a backup system image made well before the hacking was suspected. The chance that you have a backup image to restore is as likely as the intruder putting money into your bank account, but this instance is when

you want backups. Lacking a backup, you can thoroughly scan your system with several antimalware products in addition to your normal antivirus product.

Again, you should change the passwords for your Internet Service Provider, router, and

email, and be sure that your Wi-Fi network is protected with the highest level of security possible. People often hate passwords on computers; but if any computer on the network was hacked, all computers on the network should have logon passwords. Fortunately, protecting the network is enough in most cases. 
Personally, I’d suggest you change your email password, scan your computer with your up-to-date antivirus software, and wait to see what happens. If possible, do not do any online shopping or banking until some time has passed to confirm that only your email was hacked. Also watch for any suspicious activity on credit card and bank accounts. 
